Jak identifikovat faleSné zpravy

|{ kaspersky.com/resource-center/preemptive-safety/how-to-identify-fake-news

9. Unora 2022

Co je to fake news?

Fake news jsou nepravdivé nebo zavadéjici informace, které se
vydavaji za legitimni zpravy. Obecné se falesné zpravy déli do dvou
kategorii:

Zameérneé nepresné pribehy — to znamena, ze lidé, kteri je
publikuji, védi, Ze jsou nepravdivé, ale presto je zverejni. Miize
se jednat o manipulaci s verejnym minénim nebo o zvyseni
navstévnosti konkrétniho webu.

Pribehy, které obsahuji prvky pravdy, ale jsou obecné nepresné.
MiizZe to byt proto, Ze autor nezkontroloval vSechna jejich fakta
nebo prehnal urcité aspekty, aby uvedl konkrétni bod.

Dezinformace nejsou novym fenoménem — termin ,fake news“ se ve
skute¢nosti pouzival v 19. stoleti = ale internet a dalsi média zménily

zpusob jejich vytvareni a Sifeni. Pred internetem méli lidé tendenci
dostavat zpravy z divéryhodnych medialnich zdrojt, jejichz novinari
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museli dodrzovat prisné pravidla praxe. Internet umoznil nové
zplsoby, jak publikovat, sdilet a konzumovat zpravy a informace, s
relativné malou regulaci nebo redakénimi standardy. Mnoho lidi
nyni konzumuje zpravy ze socialnich médii a dalsich online zdrojt —
ale neni vzdy snadné urcit, které pribehy jsou vérohodné a které
nepravdivé.
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Druhy faleSnych zprav

Stay safe from malware, cryptolockers

Existuji rizné typy falesnych zprav v zavislosti na motivaci téch, kteri
je vytvareji. Napriklad:

Clickbait

Senzacechtivost prodava a pobutujici nebo podivné pribéhy a
zkreslené obrazky vedou ke kliknuti a sdileni online. Clickbait
odkazuje na pribéhy zamérné navrzené tak, aby ziskaly vice
navstévnikii webovych stranek a zvysily prijmy z reklamy pro
vlastniky webovych stranek — casto na akor pravdivosti a presnosti.

Propaganda

To se tyka nepravdivych nebo zkreslenych pribehti napsanych s cilem
uvést publikum v omyl a podporit politicky program nebo zaujaty
pohled.

Nekvalitni zurnalistika
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Nékdy novinari nemaji ¢as zkontrolovat vSechna sva fakta pred
zverejnénim, coz vede k tomu, ze skute¢né chyby se stavaji faleSnymi
zpravami. Divéryhodné nové zdroje vSak opravi chyby ve svych
pribézich a budou viici ¢tenartim transparentni, kdyz se popletou.

Zavadéjici titulky

Nékdy mize byt pribéh obecné pravdivy, ale senzacechtivy nebo
zavadeéjici titulek se pouziva k tomu, aby nalakal ¢tenare, aby na néj
klikli. To miize vést k faleSnym zpravam — obvykle se totiz na
socialnich sitich zobrazi pouze nadpis a malé uryvky ¢lanku, kde se
mize rychle Sirit.

Podvodny obsah

To je, kdyz jsou skutecné zpravodajské zdroje vydavany za falesné,
vymyslené pribéhy, aby oklamaly nebo uvedly publikum v omyl.

Satira nebo parodie

Nékteré faleSné zpravy jsou zverejniovany pro zabavu. Satirické
pribehy napriklad pouzivaji humor, ironii nebo nadsazku k
vtipkovani o novinkach nebo slavnych lidech. Tyto pribéhy se nesnazi
divaky uvést v omyl, protoze je nelze brat vazné. Pozoruhodné
priklady satirickych webovych stranek zahrnuji Cibule a Denni kase .

Je znamo, Ze vysoce postaveni politici odmitaji pribéhy, se kterymi
nesouhlasi — které mohou byt faktické a ovérené — jako ,faleSné
zpravy“. Protoze termin ,faleSné zpravy“ je rozsahly a pro rizné lidi
znamena rizné véci, 1ze jej zpochybnit. V roce 2018 britska vlada
zakazala tento vyraz z oficialnich dokumentii nebo dokumentii s tim,
ze je prilis Spatné definovan na to, aby daval smysl. Misto toho pri

popisu nepravdivych pribéhi rad€ji pouziva terminy
,dezinformace “ a ,,dezinformace “:

e Dezinformace — falesné nebo zavadéjici pribéhy vytvorené a
sdilené zamérné, casto spisovatelem, ktery k tomu miize mit
finan¢ni nebo politicky motiv.
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e Misinformation — this also means fake or misleading stories,
but in this case, the stories may not have been deliberately
created or shared with the intention to mislead.

How does fake news work?

Fake news is often spread through fake news websites, which, in an
attempt to gain credibility, often emulate authentic news sources.
According to research, social media enables false claims to spread
quickly — more quickly, in fact, than real news. Fake news spreads
rapidly because it’s typically designed to grab attention and appeal to
emotions — which is why it often features outlandish claims or stories
which provoke anger or fear.

Social media feeds often prioritize content based on engagement
metrics — that is, how often it’s shared and liked — rather than how
accurate or well-researched it is. This approach can allow clickbait,
hyperbole, and misinformation to spread widely. Social media
companies are seen as platforms rather than publishers, which
means they don’t have the same legal liabilities as traditional media
outlets — although this may change as the political and legal
landscape evolves.

Social media bots can spread fake news since they mass produce and
spread articles, regardless of the credibility of their sources. Bots can
create fake accounts online, which then gain followers, recognition,
and authority — some of which are programmed to spread
misinformation.

Trolls — internet users who deliberately try to start arguments or
upset people — also play a part in spreading fake news. Sometimes
they can be paid to do so for political reasons. The terms “troll farm”
or “troll factory” are sometimes used in this context to refer to
institutionalized groups of trolls who attempt to interfere in political
decision-making.
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Fake news sometimes involves the use of Deepfakes. These are fake
videos created using digital software, machine learning, and face-

swapping. Images are combined to create new footage which shows
events or actions that never actually took place. The results can be
very convincing and difficult to identify as false.

Fake news examples

Coronavirus fake news

The Covid-19 pandemic provided fertile ground for false information
online, with numerous examples of fake news throughout the crisis.
A persistent example of fake news in social media was the claim that
5G technology was linked to the spread of the virus — supposedly
because 5G suppressed the immune system while the virus
communicated through radio waves. These claims were not true and
were repeatedly debunked by official sources but were still shared

extensively.
US presidential election in 2016

Fake news and misinformation became a big issue during the US
election in 2016, with false and misleading claims across the political
spectrum. One analysis suggested that a large proportion of fake
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news generated in the election was created by teenagers in
Macedonia, who found the more hyper-partisan stories they created,

the more people clicked through and shared, and the more money
they made as a result.

Boston Marathon bombing

In the wake of the Boston Marathon bombing in 2013, false claims
that the bombing was an elaborate ruse plotted by the US
government circulated online. In the wake of many terrorist events
across the world, conspiracy theories are often rife. The notion that
they are "false flag" operations — i.e., carried out by the state or a
secret cabal to pin the blame on others or provide cover for other
activities — is a common trope.

Kim Jong-un — the sexiest man alive?

In 2012, satirical website The Onion ran an article claiming that
North Korean dictator Kim Jong-un had been voted the sexiest man
alive, declaring that "the Pyongyang-bred heartthrob is every
woman's dream come true." In an example of how satire can
sometimes be misunderstood across cultures, publications in China
— including the online version of China's Communist Party
newspaper — reported the claim as though it were true.

What are the dangers of fake news?

People often make important decisions — for example, how to vote in
an election or what medical treatment to follow when they’re ill —
based on what they read in the news. That’s why trusted news is so
important. The dangers of fake news include:

When people can’t distinguish between real and fake news, it
creates confusion and misunderstanding about important social
and political issues. When people have a generalized sense of

"you can't believe anything you read," it undermines overall trust

in legitimate news sources.
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Fake and misleading stories relating to medical treatments or
major diseases — such as cancer or Covid-19 — could lead to
individuals making misinformed decisions about their health.

A lot of fake news is designed to stir up and intensify social
conflict. When different sides of an argument have their own
‘facts’, it leads to greater polarization within societies and can
affect electoral outcomes.

Universities and colleges expect students to use quality sources
of information for assignments. Students who use sources with
false or misleading information could receive lower grades.

How to identify fake news

You may be wondering how to identify fake news on Facebook and
other social media sites? As a student, how to avoid fake news? Or
how to avoid accidentally sharing misinformation online? Here are
ten tips to identify misinformation, recognize fake news websites,
and think before you share:

1. Check the source:

Check the web address for the page you're looking at. Sometimes,
fake news sites may have spelling errors in the URL or use less
conventional domain extensions such as ".infonet" or ".offer". If you
are unfamiliar with the site, look in the About Us section.

2. Check the author:

Research them to see if they are credible — for example, are they real,
do they have a good reputation, are they writing about their specific
area of expertise, and do they have a particular agenda? Consider
what the writer’s motivation might be.

3. Check other sources:
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Are other reputable news or media outlets reporting on the story?
Are credible sources cited within the story? Professional global news
agencies have editorial guidelines and extensive resources for fact-
checking, so if they are also reporting the story, that’s a good sign.

4. Maintain a critical mindset:

A lot of fake news is cleverly written to provoke strong emotional
reactions such as fear or anger. Maintain a critical mindset by asking
yourself — why has this story been written? Is it promoting a
particular cause or agenda? Is it trying to make me click through to
another website?

5. Check the facts:

Credible news stories will include plenty of facts — data, statistics,
quotes from experts, and so on. If these are missing, question why.
Reports with false information often contain incorrect dates or
altered timelines, so it’s a good idea to check when the article was
published. Is it a current or old news story?

6. Check the comments:

Even if the article or video is legitimate, the comments below may
not be. Often links or comments posted in response to content can be
autogenerated by bots or people hired to put our misleading or
confusing information.

7. Check your own biases:

We all have biases — could these be influencing the way you respond
to the article? Social media can create echo chambers by suggesting
stories that match your existing browsing habits, interests, and
opinions. The more we read from diverse sources and perspectives,
the more likely it is that we can draw accurate conclusions.

8. Check whether it’s a joke:
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Satirical websites are popular, and sometimes it is not always clear
whether a story is just a joke or parody. Check the website to see if
it’s known for satire or creating funny stories.

9. Check images are authentic:

Images you see on social media could have been edited or
manipulated. Possible signs include warping — where straight lines in
the background now appear wavy — as well as strange shadows,
jagged edges, or skin tone that looks too perfect. Bear in mind, too,
that an image may be accurate but simply used in a misleading
context. You can use tools such as Google’s Reverse Image Search to
check where an image originates from and whether it has been
altered.

10. Use a fact-checking site:
Some of the best known include:

Fake news spoléhaji na to, ze vérici preposilaji, retweetuji nebo jinak
sdileji nepravdivé informace. Pokud si nejste jisti, zda je ¢lanek
autenticky, nebo ne, zastavte se a premyslejte, nez jej budete sdilet.
Chcete-li ztistat v bezpeci online, pouzivejte antivirové reSeni, jako je
Kaspersky Total Security , které vas chrani pred hackery, viry,

malwarem a dal$imi online hrozbami.

Souvisejici ¢clanky:
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