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Zavedeni

WireGuard je relativné novy open-source software pro vytvareni
VPN tunelt na IP vrstvé pomoci nejmodernéjsi kryptografie.
Zucastnil jsem se samoorganizovaného setkani tvurce a vyvojare
Jasona Donenfelda na 34c3, ktery vysvétlil, jak WireGuard funguje a
jak jej 1ze pouzivat. Docela me zaujala jeho jednoduchost a zkusil
jsem to. Fungovalo to viceméneé po vybaleni. Nyni jsem vytvoril
pokrocCilejSi nastaveni pro pfistup k mé domaci siti.

V tomto pfispévku na blogu popiSu, jak jej mizete vyuzit ke
vzdalenému pfistupu k domaci nebo firemni siti z jakékoli externi
sité jako takzvany road warrior.

Software WireGuard VPN

Zde je dobra prednaska od vyvojare WireGuard Jasona Donenfelda,
ktery vysvétluje, co WireGuard umi a jak funguije:
https://www.youtube.com/watch?v=eYztYCbV_ 8U&t=16s

Néktere kliCoveé vlastnosti z této prednasky:

» WireGuard je feSeni VPN (alternativa/nahrada napf. OpenVPN
nebo IPsec).

» Nastaveni a konfigurace WireGuard je velmi jednoduché.

e Implementuje tunelovaci protokol vrstvy 3 pro IPv4 a IPv6.

e Je napsan v ~ 4k jednotlivych fadcich kédu.

e Zapouzdrené IP pakety jsou uvniti UDP paketd.

e Vyuziva nejmodernéjSi kryptografii (podporovany jsou pouze
silné algoritmy jako Curve25519, ChaCha20, Poly1305 nebo
BLAKEZ2 a nelze konfigurovat zadné dalsi Sifry).

» WireGuard bézi v linuxovém jadre (ale existuji i implementace v
uzivatelském prostoru).
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Lze jej spravovat pomoci béznych sitovych nastroju Linuxu, jako

je ip, iptables, ...

« Autentizace se provadi pomoci soukromych/verejnych kli¢d,
podobné jako u SSH klicu.

 Klienti mohou provadét roaming, jako v mosh (
https://mosh.org/) .

« WireGuard nereaguje na neoverené baliCky, takze neni mozné
zjistit, zda na serveru bézi WireGuard, pokud odesilatel neni
autorizovan.

» Poskytuje dokonalé dopfedné utajeni.

» Nezverejnuje zadnou identitu, protoze verejné kliCe nejsou nikdy
prenaseny v Cistém textu pres internet.

e Vyména klic¢t (ECDH) trva pouze 1 zpatecni cestu.

» WireGuard je rychly, protoze bézi v prostoru jadra a protoze

pouzité kryptografické algoritmy jsou také velmi rychlé.

Vice informaci, whitepaper, pokyny k nastaveni nebo ukazky lze
nalézt na webovych strankach projektu: https://www.wireguard.com/.

V urcitém okamziku bude WireGuard integrovan pfimo do
linuxoveho jadra. Linus Torvalds fekl ,je to umélecké dilo“ a doufa,
Ze bude brzy zaclenéno do jadra:
https://lists.openwall.net/netdev/2018/08/02/124 .

Scénar Road Warrior

Silniéni bojovnik je osoba, ktera pouziva mobilniho klienta (napf.
notebook nebo mobilni telefon) pro pfipojeni ke své firemni nebo
domaci siti.
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IPv4: 1 IPv4: .10
IPv6: =10 IPV6: =10 Public IPv4 and IPv6 Address:
wg.example.com
Internal Network WireGuard on port 1500/udp
IPv4:192.168.1.0/24
IPv6: 2001:db8:23:5::/64 IPv4: .1
IPv6: ::1

All traffic Only traffic to 192.168.1.0/24 and
Default Route VPN Tunnel Network e (e
( ) IPva: 10.23.5.0/24 2001:db8:23:5::/64 (Splittunnel)
IPva: 2 IPv6: fc00:23:5::/64 IPva: 3
IPvé6: ::2 IPv6:; ::3

I .
Vlastnosti tohoto nastaveni:

o Kinterni infrastrukture IPv4 a IPv6 Ize pfistupovat odkudkoli
prostrednictvim IPv4 a IPv6.

» Klienta WireGuard VPN Ize nainstalovat a pouZzivat na Linuxu a
mobilnich telefonech, jako je Android.

e Pfes VPN Ize smérovat bud veskery provoz (vychozi trasa),
nebo pouze provoz pozadovany pro vnitini sit’ (split tunneling).
To Ize nakonfigurovat na klientovi.

» Pokud road warrior nema pfipojeni IPv6, Ize jej zajistit
prostrednictvim tunelu VPN.

e VPN server muze byt také za NAT routerem, protoze WireGuard
funguje pres UDP.

Poznamka: Pokud roadwarrior navaze VPN spojeni s mobilnim
telefonem a pouziva mobilni telefon jako WiFi hotspot pro jiné
zarizeni (napfr. notebook), provoz z WiFi hotspotu neni smérovan
pfes VPN. Nejsem si jisty, pro€ tomu tak je, ale mozna je to omezeni
operacniho systému na mobilnim telefonu.

Instalace softwaru WireGuard
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Nainstalujte WireGuard podle pokynu k instalaci (
https://www.wireguard.com/install/ ).

Debian

Pridani repozitafe WireGuard a instalace wireguardbaliCku:

echo "deb http://deb.debian.org/debian/ unstable main" | sudo
tee /etc/apt/sources.list.d/unstable-wireguard.list

printf 'Package: *\nPin: release a=unstable\nPin-Priority:
150\n' | sudo tee /etc/apt/preferences.d/limit-unstable

sudo apt update

sudo apt install wireguard

Raspberry Pi

Na Raspberry Pi jej musite zkompilovat ru¢né podle tohoto navodu k
instalaci: https://github.com/adrianmihalko/raspberrypiwireguard .
Nemusite vSak instalovat hlaviCky jadra pres, rpi-sorucejak bylo
zminéno. Pro instalaci na Raspberry Pi staCi nasledujici pfikazy:

sudo apt-get install libmnl-dev build-essential git
git clone https://git.zx2c4.com/WireGuard

cd WireGuard/

cd src/

make

sudo make install

Arch Linux

Instalace dvou balickd wireguard z oficialnich repozitaru a balic¢ku
linux-headers (je to nutné, protoZze modul Wireguard je nainstalovan
jako modul DKMS):

sudo pacman -S wireguard-dkms wireguard-tools linux-headers

Android

Nainstalujte si aplikaci WireGuard z obchodu Play:

id=com.wireguard.android&hl=cs . Tato aplikace implementuje
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WireGuard v uzivatelském prostoru. Pro pouziti WireGuard tedy
telefon nemusi byt rootovany.

WireGuard (Unreleased)

WireGuard Development Team Tools

E PEGI3

||-3:i M develDpment. 1T may be Unstabie

This af ompatible th v

LR R FLL:] i)

Installed

03:36 - Wed, Nov 29

' ®
i
]
Atavachron
Haotspot Partrait Bluetooth

This is a simple app for managing WireGuard VPN tunnels.

Test instalace

Muzete otestovat, zda wireguardje naten modul jadra:

$ lsmod | grep -i wireguard

wireguard 147456 0
ip6_udp_tunnel 16384 1 wireguard
udp_tunnel 16384 1 wireguard
ipv6 434176 33

nf_conntrack_ipv6,nf_nat_masquerade_ipv6,nf_defrag_ipv6,wiregua
rd, nf_nat_ipv6

w O

Generovani klicu serveru
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Aby bylo zajisténo, ze vSechny soubory maji spravna opravnéni
(Citelna a zapisovatelna pouze vlastnikem souboru, kterym je v
tomto pripadé uzivatel root), umaskmusi byt nastavena na 077:

umask 077

Konfigurace se provadi v /etc/wireguardadresari. Vygenerujte
soukromy a verejny kli€ pro server:

cd /etc/wireguard

wg genkey | tee server-private.key | wg pubkey > server-

public.key
1ls -1 server-private.key server-public.key

Priklad klice serveru:

# cat server-private.key server-public.key
MNtOGXx2AT/0CkTOFchX3nybsaXUAerglnuMnSud4z1k=
30PM1WH3RXv+8zCEQ70NnRAYJWAVUHKO/10fIiTE5LDC=

Generovani klientského klice

Vygenerujte soukromy a verejny kli€ pro kazdeho klienta. Poznamka:

Tyto kliCe Ize také kompletné vygenerovat na klientovi.

notebook:

cd /etc/wireguard

wg genkey | tee notebook-private.key | wg pubkey > notebook-

public.key
1ls -1 notebook-*

Priklad klice:

# cat notebook-private.key notebook-public.key
OPTN5gb4FFUlEBFL1rmC1isFTawT6AmdhsAbigpCMemw=
UGyBshzPfAHOU4QAgGJHeO7LfUz4RCcHA9PhUlUC4cCA=

To samé pro mobilni telefon:

wg genkey | tee mobile-private.key | wg pubkey > mobile-
public.key
1s -1 mobile*
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Konfigurace serveru

WireGuard

Vytvorte novy konfiguraéni soubor pro server v
/etc/wireguard/wg0.conf. Nazev souboru urCuje nazev sitového

rozhrani VPN. V tomto pripadé bude nové sitové rozhrani
pojmenovano wgo.

# cd /etc/wireguard

# 1s -1 wgO.conf

-rwW------- 1 root root 713 Sep 23 17:33 wg0O.conf

# cat wgo.conf

[Interface]

Address = 10.23.5.1/24, fc00:23:5::1/64

ListenPort = 1500

PrivateKey = mNtOGx2Af/0CkT9FchX3nybsaXUAerglnuMnSud4zik=
PreUp = iptables -t nat -A POSTROUTING -s 10.23.5.0/24 -o
enxb827eb7dc89a -j MASQUERADE; ip6tables -t nat -A POSTROUTING
-s fc00:23:5::/64 -0 enxb827eb7dc89a -j MASQUERADE

PostDown = iptables -t nat -D POSTROUTING -s 10.23.5.0/24 -0
enxb827eb7dc89a -j MASQUERADE; ip6tables -t nat -D POSTROUTING
-s fc00:23:5::/64 -0 enxb827eb7dc89a -j MASQUERADE

# Notebook

[Peer]

PublicKey = UGyBshzPfAHOU4QAgGJHeO®7LfUz4RcHA9PhUlUC4cCA=
AllowedIPs = 10.23.5.2/32, fc00:23:5::2/128

# Mobile

[Peer]

PublicKey = 1xy8XRtUQT/9AwYW1lEXsWCezNjfiFjXaBy40UUtAWBoO=
AllowedIPs = 10.23.5.3/32, fc00:23:5::3/128

Cast vysvétleni konfigurace Interface:

e Address: Server ziska pfidélenou adresu IPv4 10.23.5.1/24a
adresu IPvV6 fc00:23:5::1/64.

e ListenPort: Server bude na portu naslouchat paketim
UDP1500.

e PrivateKey: Toto je soukromy kliC serveru vygenerovany drive.
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e PreUp: Pravidlo iptables/ ip6tablesv natfetézci je pfidano
pred vytvorenim rozhrani pro provadéni NAT mezi klienty VPN a
cilem. Rozhrani ( -o enxb827eb7dc89a) je tfeba upravit podle
nazvu odchoziho rozhrani na VPN serveru.

e PreDown: Kdyz je server VPN zastaven, pravidla NAT budou
odstranéna.

Cast vysvétleni konfigurace Peer:

e Publickey: Vefejny kli¢ klientt (vygenerovany dfive)
ze zacCatku trochu matla. Tato moznost vzdy zahrnuje pouze IP
adresy nebo site, které jsou dostupné na vzdaleném misté.
Nejde o IP adresu/sit mimo tunel (takze zadna konfigurace, ze
které verejné IP adresy se klient smi pfipojit), ale pouze o
adresy/sité, které jsou prenaseny uvnitf tunelu! Ve scénafri road
warrior, kde klient neposkytuje serveru celou sit, je sitova
maska vzdy /32 na IPv4 nebo /128IPv6. Pakety na serveru VPN
s touto cilovou IP adresou jsou odesilany tomuto zadanému
partnerovi. Tento peer muze také odesilat bali¢ky pouze z této
zdrojové IP adresy na server VPN. Je také dulezité védét, Ze
AllowedIPs ve stejném konfiguracnim souboru nejsou zadni
kolegové se stejnymi adresami/sitémi. Pokud by tomu tak bylo,
server by nevédél, kterému peeru ma server posilat baliCky
odpovidajici vice peeriim se stejnou konfigurovanou siti.

Presmérovani IP

Pfesmeérovani IP musi byt povoleno na IPv4 i IPv6. Vytvoreni
konfiguracéniho souboru /etc/sysctl.d/wireguard.conf:

# 1s -1 /etc/sysctl.d/wireguard.conf
-rw------- 1 root root 53 Sep 25 22:23
/etc/sysctl.d/wireguard.conf

# cat /etc/sysctl.d/wireguard.conf
net.ipv4.ip_forward=1
net.ipv6.conf.all.forwarding=1
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Nacitani konfigurace:

# sysctl -p /etc/sysctl.d/wireguard.conf
net.ipv4.ip_forward = 1
net.ipv6.conf.all.forwarding = 1

Konfigurace klienta

Smeérovani veskerého provozu (vychozi trasa)

Konfiguracni soubor, ktery bude smérovat veskery provoz pfes VPN:

# cd /etc/wireguard

# 1ls -1 client-notebook_dgw.conf

-rw------- 1 root root 245 Sep 23 20:34 client-
notebook_dgw.conf

# cat client-notebook_dgw.conf

[Interface]

PrivateKey = OPTN5gb4FFulEBFL1rmClsFTawT6AmdhsAbigpCMemw=
Address = 10.23.5.2/24, fc00:23:5::2/64

DNS = 8.8.8.8

[Peer]

PublicKey = 30Pmi1WH3RXv+8zCEQ70nRAYJWAVUHKO/10fIiTE5LDC=
Endpoint = wg.example.com:1500

AllowedIPs = 0.0.0.0/0, ::/0

Cast vysvétleni konfigurace Interface:

e Address: Klient ziska pfidélenou adresu IPv4 10.23.5.2/24a
adresu IPv6 fc00:23:5::2/64.

e PrivateKey: Toto je soukromy KkliC klienta.

e DNS: Tento server DNS se pouziva na klientovi. Muze to byt
server DNS ve vzdalené siti.

Cast vysvétleni konfigurace Peer:

e PublicKey: Toto je vefejny kli€¢ serveru VPN.
e Endpoint: Toto je nazev hostitele serveru VPN.

9/28



e AllowedIPs: VeSkery provoz odpovidajici témto sitim je
odesilan pres tunel VPN. V tomto pfipadé 0.0.0.0/6to
' : /0znamena, ze veskery provoz IPv4 a veskery provoz IPv6 je
smérovan pres VPN.

Délené tunelovani

KonfiguraCni soubor, ktery bude pfes VPN smérovat pouze provoz
pro VPN (10.23.5.0/24a fc00:23:5::/64) a pro vzdalenou sit’ (
).192.168.1.0/24

# cd /etc/wireguard

# 1ls -1 client-mobile_splittunnel.conf

-rwW------- 1 root root 355 Sep 23 20:39 client-
mobile_splittunnel.conf

# cat client-mobile_splittunnel.conf

[Interface]

PrivateKey = kKcKPZoC4gULXOmpDi54sAy5tQvnFEn6J8yXC80xukY=
Address = 10.23.5.3/24, fc00:23:5::3/64

DNS = 8.8.8.8

[Peer]

PublicKey = 30Pm1WH3RXv+8zCEQ70nRAYJWAVUHKO/10fIiTE5LDCc=
Endpoint = wg.example.com:1500

AllowedIPs = 10.23.5.0/24, fc00:23:5::/64, 192.168.1.0/24,
2001:db8:23:5::/64

Jediny rozdil je v AllowedIPsdirektivé, ktera vytvari nastaveni
rozdéleného tunelovani VPN. Pres VPN je smérovan pouze provoz
pro poskytovane site.

Aspekty pfi pouzivani NAT nebo stavovych firewallt

Pokud je server za NAT nebo stavovym firewallem a klient na server
po urcitou dobu neodesila zadny provoz, NAT router/firewall odstrani
stav hostitele z tabulky pripojeni. Kdyz nyni server odesle paket
klientovi, klient jizZ nebude moci tento paket pfijmout, protoze NAT
router/firewall nevi, co s timto paketem délat. Chcete-li tento problém
vyresit, PersistentKeepalivelze tuto moznost pouzit k
pravidelnému odesilani prazdného ovéreného paketu na server, aby
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bylo pfipojeni oteviené. WireGuard navrhuje hodnotu 25 sekund,
ktera by fungovala s Sirokou Skalou firewallt. (Dékuji Rameshovi za
komentar .)

PeerPokud je tedy server za NAT nebo stavovym firewallem, méla
by byt v sekci konfigurace klienta pfidana nasledujici moznost :

PersistentKeepalive = 25

Vyuziti serveru

Start/Stop ruéné

Rucéni spusténi serveru VPN:

# wg-quick up wgo

[#] iptables -t nat -A POSTROUTING -s 10.23.5.0/24 -o
enxb827eb7dc89a -j MASQUERADE; ip6tables -t nat -A POSTROUTING
-s fc00:23:5::/64 -0 enxb827eb7dc89a -j MASQUERADE
[#] ip link add wgO type wireguard

[#] wg setconf wg@ /dev/fd/63

[#] ip address add 10.23.5.1/24 dev wgO

[#] ip address add fc00:23:5::1/64 dev wgo

[#] ip link set mtu 1420 dev wgoO

[#] ip link set wgO up

[#] ip route add fc00:23:5::/64 dev wgO

Opétovné zastaveni sluzby:

# wg-quick down wgO

[#] ip link delete dev wgO

[#] iptables -t nat -D POSTROUTING -s 10.23.5.0/24 -o
enxb827eb7dc89a -j MASQUERADE; ip6tables -t nat -D POSTROUTING
-s fc00:23:5::/64 -0 enxb827eb7dc89a -j MASQUERADE

Start/Stop pomoci systemd

Spusténi sluzby:
# systemctl start wg-quick@wgO

Zobrazuji se podrobnosti o sluzbé:
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# systemctl status wg-quick@wg0

® wg-quick@wg0O.service - WireGuard via wg-quick(8) for wgo
Loaded: loaded (/lib/systemd/system/wg-quick@.service; enabled;
vendor preset: en

Active: active (exited) since Sun 2018-09-23 20:48:10 CEST; 9s
ago

Docs: man:wg-quick(8)

man:wg(8)

https://www.wireguard.com/
https://www.wireguard.com/quickstart/
https://git.zx2c4.com/WireGuard/about/src/tools/man/wg-quick.8
https://git.zx2c4.com/WireGuard/about/src/tools/man/wg.8
Process: 18609 ExecStart=/usr/bin/wg-quick up wg0® (code=exited,
status=0/SUCCESS)

Main PID: 18609 (code=exited, status=0/SUCCESS)

Sep 23 20:48:09 wgpli systemd[1]: Starting WireGuard via wg-
guick(8) for wgo...

Sep 23 20:48:09 wgpli wg-quick[18609]: [#] iptables -t nat -A
POSTROUTING -s 10.23.5.

Sep 23 20:48:10 wgpl wg-quick[18609]: [#] ip link add wg0® type
wireguard

Sep 23 20:48:10 wgpi wg-quick[18609]: [#] wg setconf wgO
/dev/fd/63

Sep 23 20:48:10 wgpi wg-quick[18609]: [#] ip address add
10.23.5.1/24 dev wgoO

Sep 23 20:48:10 wgpi wg-quick[18609]: [#] ip address add
fc00:23:5::1/64 dev wgo

Sep 23 20:48:10 wgpi wg-quick[18609]: [#] ip link set mtu 1420
dev wgo

Sep 23 20:48:10 wgpi wg-quick[18609]: [#] ip link set wgO up
Sep 23 20:48:10 wgpi wg-quick[18609]: [#] ip route add
fc00:23:5::/64 dev wgo

Sep 23 20:48:10 wgpi systemd[1]: Started WireGuard via wg-
gquick(8) for wgo.

Opétovné zastaveni sluzby:

# systemctl stop wg-quick@wgO

Sluzba je nyni zastavena:
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# systemctl status wg-quick@wg0

® wg-quick@wg0O.service - WireGuard via wg-quick(8) for wgo
Loaded: loaded (/lib/systemd/system/wg-quick@.service; enabled;
vendor preset: en

Active: inactive (dead) since Sun 2018-09-23 20:48:25 CEST; 37s

ago
Docs: man:wg-quick(8)
man:wg(8)

https://www.wireguard.com/
https://www.wireguard.com/quickstart/
https://git.zx2c4.com/WireGuard/about/src/tools/man/wg-quick.8
https://git.zx2c4.com/WireGuard/about/src/tools/man/wg.8
Process: 18667 ExecStop=/usr/bin/wg-quick down wgo
(code=exited, status=0/SUCCESS)

Process: 18609 ExecStart=/usr/bin/wg-quick up wg0O (code=exited,
status=0/SUCCESS)

Main PID: 18609 (code=exited, status=0/SUCCESS)

Sep 23 20:48:10 wgpli wg-quick[18609]: [#] ip address add
10.23.5.1/24 dev wg0

Sep 23 20:48:10 wgpl wg-quick[18609]: [#] ip address add
fc00:23:5::1/64 dev wgo

Sep 23 20:48:10 wgpi wg-quick[18609]: [#] ip link set mtu 1420
dev wgo

Sep 23 20:48:10 wgpi wg-quick[18609]: [#] ip link set wgO up
Sep 23 20:48:10 wgpi wg-quick[18609]: [#] ip route add
fc00:23:5::/64 dev wgo

Sep 23 20:48:10 wgpi systemd[1]: Started WireGuard via wg-
quick(8) for wgo.

Sep 23 20:48:25 wgpi systemd[1]: Stopping WireGuard via wg-
quick(8) for wgo...

Sep 23 20:48:25 wgpi wg-quick[18667]: [#] ip link delete dev
wgo

Sep 23 20:48:25 wgpi wg-quick[18667]: [#] iptables -t nat -D
POSTROUTING -s 10.23.5.

Sep 23 20:48:25 wgpi systemd[1]: Stopped WireGuard via wg-
gquick(8) for wgo.

Automaticky spustit sluzbu pfi spusténi systéemu:
# systemctl enable wg-quick@wg0

Znovu zakazte sluzbu pfi spusteni:
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# systemctl disable wg-quick@wgO

Oveérovani

wgOPTi spusténi sluzby se vytvori nové sitové rozhrani :

# ip a 1 wgo

26: wgO: <POINTOPOINT,NOARP,UP, LOWER_UP> mtu 1420 gdisc noqueue
state UNKNOWN group default glen 1000

link/none

inet 10.23.5.1/24 scope global wgo

valid_1ft forever preferred_lft forever

inet6 fc00:23:5::1/64 scope global

valid_1ft forever preferred_lft forever

Trasa je odeslana podle AllowedIPssmeérnice:

# 1p route

default via 192.168.1.1 dev enxb827eb7dc89a src 192.168.1.10
metric 202

10.23.5.0/24 dev wgO proto kernel scope link src 10.23.5.1
192.168.1.0/24 dev enxb827eb7dc89a proto kernel scope link src
192.168.1.10 metric 202

Zobrazeni aktualni konfigurace:

# wg show

interface: wgo

public key: 30Pm1WH3RXv+8zCEQ70nRAYJWAVUHKO/10fIiTE5LDC=
private key: (hidden)

listening port: 1500

peer: UGyBshzPfAHOU4QAgGJHe®7LfUz4RcHA9PhUlUC4cCA=
allowed ips: 10.23.5.2/32, fc00:23:5::2/32
peer: 1xy8XRtUQT/9AwYWLIEXsWCezNjfiFjXaBy40UUtAWBoO=
allowed ips: 10.23.5.3/32, fc00:23:5::3/32

Pokud jsou klienti pfipojeni, zobrazi se dalSi data:
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# wg show

interface: wgo

public key: 30Pm1WH3RXv+8zCEQ70nRAYJWAVUHKO/10fIiTE5LDC=
private key: (hidden)

listening port: 1500

peer: 1xy8XRtUQT/9AwYW1EXsWCezNjfiFjXaBy40UUtAWBo=
endpoint: 178.197.42.137:18822

allowed ips: 10.23.5.3/32, fc00:23:5::3/128

latest handshake: 4 seconds ago

transfer: 788 B received, 732 B sent

peer: UGyBshzPfAHOU4QAgGJHeO7LTfUz4RCHA9PhUlUC4cCA=
endpoint: 178.197.42.137:18821

allowed ips: 10.23.5.2/32, fc00:23:5::2/128

latest handshake: 16 seconds ago

transfer: 6.61 KiB received, 6.07 KiB sent

Zobrazeni podrobné konfigurace rozhrani:

# wg showconf wg0

[Interface]

ListenPort = 1500

PrivateKey = mNtOGx2Af/0CkT9FchX3nybsaXUAerglnuMnSud4zik=
[Peer]

PublicKey = UGyBshzPfAHOU4QAgGJHe®7LfUz4RcHA9PhUlUC4cCA=
[Peer]

PublicKey = 1xy8XRtUQT/9AwYW1EXsWCezNjfiFjXaBy40UUtAWBo=
AllowedIPs = 10.23.5.0/24, fc00:23:5::/64

Pouziti klienta

Kopirovani konfiguracniho souboru klienta do /etc/wireguard:
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# cd /etc/wireguard

# 1ls -1 wg0.conf

-rw------- 1 root root 245 Sep 23 21:17 wgO.conf

# cat wgo.conf

[Interface]

PrivateKey = OPTN5gb4FFulEBFL1rmClsFTawT6AmdhsAbigpCMemw=
Address = 10.23.5.2/24, fc00:23:5::2/64

DNS = 8.8.8.8

[Peer]

PublicKey = 30Pm1WH3RXv+8zCEQ70nRAYJWAVUHKO/10fIiTE5LDC=
Endpoint = wg.example.com:1500

AllowedIPs = 0.0.0.0/0, ::/0

Spusténi sluzby stejnym zplsobem jako na serveru:

# wg-quick up wgo

[#] ip link add wgO type wireguard

[#] wg setconf wg@ /dev/fd/63

[#] ip address add 10.23.5.2/24 dev wgO

[#] ip address add fc00:23:5::2/64 dev wgo

[#] ip link set mtu 1420 dev wgoO

[#] ip link set wgO up

[#] resolvconf -a tun.wgd® -m 0@ -X

[#] wg set wg® fwmark 51820

[#] ip -6 route add ::/0 dev wg0O table 51820

[#] ip -6 rule add not fwmark 51820 table 51820

[#] ip -6 rule add table main suppress_prefixlength 0
[#] ip -4 route add 0.0.0.0/0 dev wg0O table 51820
[#] 1p -4 rule add not fwmark 51820 table 51820

[#] ip -4 rule add table main suppress_prefixlength

Bylo vytvorfeno nové sitové rozhrani:

# ip a 1 wgo

4: wg0O: <POINTOPOINT,NOARP,UP,LOWER_UP> mtu 1420 gdisc noqueue
state UNKNOWN group default glen 1

link/none

inet 10.23.5.2/24 scope global wgo

valid_1ft forever preferred_lft forever

inet6 fc00:23:5::2/64 scope global

valid_1ft forever preferred_lft forever

VPN funguje:
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# ping 10.23.5.1

PING 10.23.5.1 (10.23.5.1) 56(84) bytes of data.

64 bytes from 10.23.5.1: icmp_seq=1 ttl=64 time=284 ms
64 bytes from 10.23.5.1: icmp_seq=2 ttl=64 time=63.3 ms
64 bytes from 10.23.5.1: icmp_seq=3 ttl=64 time=225 ms
64 bytes from 10.23.5.1: icmp_seqg=4 ttl=64 time=150 ms
NC

--- 10.23.5.1 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3004ms

rtt min/avg/max/mdev = 63.345/180.886/284.496/82.871 ms

Zobrazeni spojeni:

# wg show

interface: wgo

public key: UGyBshzPfAHOU4QAgGJHeO®7LfUz4RcHA9PhUlUC4cCA=
private key: (hidden)

listening port: 52682

fwmark: Oxca6c

peer: 30Pm1WH3RXv+8zCEQ70nRAYJWAVUHKO/10fIiTES5LDc=
endpoint: 178.194.23.5:1500

allowed ips: 0.0.0.0/0, ::/0

latest handshake: 5 seconds ago

transfer: 604 B received, 660 B sent

Protoze AllowedIPsje direktiva nakonfigurovanana 0.0.0.0/0a
: 1 /0, veSkery provoz je smérovan pres VPN:

# curl -L motd.ch/ip.php
178.194.23.5

IPv4 i IPv6 funguiji pfes tunel:
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= IPv6 test - IPv6/4 connec X | +

&« X @ (@ ipv6-test.com 80% - O I =
@ YouTube
iDV6 test General Speed Ping Website Stats API
IPvé connectivity ) Score =
1Pva | 14 /20
G Address 178194,
Hostname amic.wline.res.cust.swisscom. Browser <
f ch
L 4 ISP Swisscom (Schweiz) AG - Bluewin B3 Default m
- Fallback [ o
IPv6 connectivity (%)
+ DNS o
Address  2a02:120b: DNs4 + IP6
Type DNS6 + 1P4
SLAAC m DNS6E + IP6
IcMP
Hostname ust.swisscom.ch Mare
ISP Swisscom 6RD 3
Transferring data from pagead2.googlesyndication.com...
Zastaveni VPN:
# wg-quick down wgo
[#] ip -4 rule delete table 51820
[#] ip -4 rule delete table main suppress_prefixlength 0
[#] ip -6 rule delete table 51820
[#] ip -6 rule delete table main suppress_prefixlength 0
[#] ip link delete dev wgO

resolvconf -d tun.wgoO

[#]

Spusténi pres sluzbu systemd:

# systemctl start wg-quick@wgO

Zastaveni pres systemd:

# systemctl stop wg-quick@wgO

Postaveni:




# systemctl status wg-quick@wg0
® wg-quick@wg0O.service - WireGuard via wg-quick(8) for wgo
Loaded: loaded (/lib/systemd/system/wg-quick@.service;

disabled; vendor prese
Active: 1nactive (dead)

Docs: man:wg-

man:wg(8)

quick(8)

https://www.wireguard.com/
https://www.wireguard.com/quickstart/
https://git.zx2c4.com/WireGuard/about/src/tools/man/wg-quick.8
https://git.zx2c4.com/WireGuard/about/src/tools/man/wg.8

Sep 23 21:54:35 dimmbar wg-quick[1629]: [#]
table main suppress_p

Sep 23 21:54:

guick(8) for

Sep 23 21:54:

guick(8) for

Sep 23 21:54:

table 51820

Sep 23 21:54:

35 dimmbar
wgo.
46 dimmbar
wgo. .
47 dimmbar

47 dimmbar

table main suppres

Sep 23 21:54:

table 51820

Sep 23 21:54:

47 dimmbar

47 dimmbar

table main suppres

Sep 23 21:54:

wgo

Sep 23 21:54:

tun.wgo

Sep 23 21:54:

guick(8) for

Pouziti mobilniho klienta

47 dimmbar

47 dimmbar

47 dimmbar
wgo.

systemd[1]: Started

ip -4 rule add

WireGuard via wg-

systemd[1]: Stopping WireGuard via wg-

wg-quick[1732]: [#]
wg-quick[1732]: [#]
wg-quick[1732]: [#]
wg-quick[1732]: [#]
wg-quick[1732]: [#]
wg-quick[1732]: [#]

systemd[1]: Stopped

ip -4 rule delete
ip -4 rule delete
ip -6 rule delete
ip -6 rule delete
ip link delete dev
resolvconf -d

WireGuard via wg-

Generovani QR kdédu pro mobilniho klienta:

# qrencode -t ansiutf8 < client-mobile_splittunnel.conf

Pridani nového pripojeni VPN vybérem Create from QR code:
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(T ™6 @ % RN O & )7

WireGuard

4B
Create from file or archive "

Add a tu . = JTC U:L

VN
; rnln1 A

Create from QR code o
L

Create from scratch B ,’ '-




Skenovani QR koédu:
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wanks for Tlying Vim
X
rencode -t antiut!l < client-mobile splittundel. cont

Povoleni VPN:
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vore LA NI N - ] AN O oy 1171% ) 21:00

WireGuard

wg-splittunnel

Bylo vytvofeno nové sitové rozhrani s nakonfigurovanymi IP
adresami:

(=6 @' BRI O wor“1164% M 21:46

uld al34@localhost:
$ 1p -c a 1 tunO
37: tun0: <POINTOPOINT,UP,LOWER_UP> mtu 1280 gqdisc pfifo_fast state
UNKNOWN group default glen 500
link/none

inet /24 scope global tunO
valid_l1ft forever preferred_lft forever
inet6 fc00:23:5::3/64 scope global
valid_l1ft forever preferred_lft forever
u0_al134@localhost:

s il

Pristup ke vzdalené siti:
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CEeEamr]o6

u0_al34@localhost:
$ ping 192.168.1.1

PING 192.

64 bytes
64 bytes
64 bytes
64 bytes
ale

--- 192.168.1.

168.1.1 (192
from 192.168
from 192.168
from 192.168
from 192.168

6

.
.
.
.
.

8.
1
1:
1:
1:

FRNIN O w o+ *,171% ) 21:00

1.1) 56(84)

icmp_seq=1
1cmp_seq=2
icmp_seq=3
icmp_seq=4

1 ping statistics ---

bytes of data.

ttl=63 time=118 ms
ttl=63 time=52.9 ms
tt1l=63 time=57.4 ms
ttl=63 time=103 ms

4 packets transmitted, 4 received, 0% packet loss, time 3004ms
rtt min/avg/max/mdev = 52.902/83.073/118.144/28.417 ms
ul0_a134@localhost:

s 1

ESC

TAB

CTRL

ALT

END PGUP

PGDN




Je také mozné oslovit dalSi klienty VPN (brana firewall tomu
nebrani):

vore Y= N 'R NN O s or65% W 21:44

u0_al34@localhost:

$ ping 10.23.5.2

PING 10.23.5.2 (10.23.5.2) 56(84) bytes of data.

64 bytes from 10.23.5.2: icmp_seq=1 ttl=63 time=113 ms
64 bytes from 10.23.5.2: icmp_seq=2 ttl=63 time=126 ms
64 bytes from 10.23.5.2: icmp_seq=3 ttl=63 time=139 ms

M C

--- 10.23.5.2 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2005ms
rtt min/avg/max/mdev = 113.373/126.525/139.464/10.652 ms
ul_al134@localhost:

s il

Protoze se pouziva rozdelené tunelovani, normalni sitovy provoz
neprochazi pres pole VPN:

e @' BN O @ o+’ 63% M) 21:55

@ https:/motd.ch (12)

178.197

Ladéni (aktualizace z 23. 3. 2019)
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Wireshark

Wireshark ma disektor pro WireGuard :
A

File Edit Wiew Go Capture Analyze Statistics Telephony Wireless Tools Help

Bdew[REQeEms2EFISEAQAQTE

[ [wa

Mo. Time Source Destination Protocol Length Info
316 135.156121 192.168.23.108 WireGuard 172 Transport Data, receiver=8x7630328B, counter=18, datalen=9&
319 136.169562 192.168.23.10 WireGuard 172 Transport Data, receiver=0x7630320B, counter=11, datalen=9&
321 137.177514 192.168.23.18 WireGuard 172 Transport Data, receiver=8x7630320B, counter=12, datalen=96
322 138.185211 192.168.23.18 WireGuard 172 Transport Data, receiver=8x7630320B, counter=13, datalen=96&

. 117460 WireGuard Handshake Initiation, sender=8xB791A5C9

324 141.121337 192.168.23.18 WireGuard 136 Handshake Response, sender=8x971394D6, receiver=0xB791A5C9
340 161.291876 192.168.23.10 WireGuard 192 Handshake Initiation, sender=8x139B8929
341 161.295828 192.168.23.18 WireGuard 136 Handshake Response, sender=8x67858D27, receiver=0x13988929
342 161.3084697 192.168.23.108 WireGuard 76 Keepalive, receiver=8x67858D27, counter=0
373 186.306668 192.168.23.10 WireGuard 76 Keepalive, receiver=8x67858027, counter=1
379 191.689574 192.168.23.18 WireGuard 172 Transport Data, receiver=8x67858D27, counter=2, datalen=96
384 191.6908616 192.168.23.18 WireGuard 172 Transport Data, receiver=8x139B8929, counter=08, datalen=96
386 192.689022 192.168.23.18 WireGuard 172 Transport Data, receiver=8x67858D27, counter=3, datalen=96
391 192.689953 192.168.23.18 WireGuard 172 Transport Data, receiver=08x139B8929, counter=1, datalen=96

]

* Frame 323: 192 bytes on wire (1536 bits), 192 bytes captured (1536 bits) on interface @
¢ Linux cocked capture

v Internet Protocol Version 4, Src: Dst: 192.168.23.10
* User Datagram Proteocol, Src Port: 43882, Dst Port: 1508

Type: Handshake Initiation (1)

Reserved

Sender: 8xb791a5c9

Ephemeral: eL&wIFppnveRF3bBTPEQPOv/GG/fujklogpj+jSsmld=
Encrypted Static

Encrypted Timestamp

macl: Bb5c@lclaefd373f5alccebllsdadif2

mac2: @ BoeEoe 0o06e

[Stream index: 2]

[Response in Frame: 324

Dalsi informace o tom, jak deSifrovat data v ramci Wireshark
poskytnutim protokolu kli¢u, najdete zde:
https://github.com/Lekensteyn/wireguard-dissector .

Pouzivani nftables (aktualizace z 2021-04-18)

Pokud chcete na serveru Wireguard pouzivat nftables misto iptables,
muzete to udélat bez problému. Podle toho musite nakonfigurovat
nftables.

ProtoZe se ke konfiguraci nftables pouziva nékolik pfikazi, ma smysl
pouzivat vlastni skripty v konfiguraci serveru Wireguard:

PreUp = /etc/wireguard/server-preup
PostDown = /etc/wireguard/server-postdown

skript /etc/wireguard/server-preup:
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https://github.com/Lekensteyn/wireguard-dissector

#!/usr/bin/env bash

VPNIF="wg0o"
LANIF="enp2s0"

nft insert rule ip filter FORWARD iifname "$VPNIF" oifname
"SLANIF" accept

nft insert rule ip filter FORWARD iifname "$LANIF" oifname
"$VPNIF" ct state related,established accept

nft insert rule ip6 filter FORWARD iifname "$VPNIF" oifname
"$LANIF" accept

nft insert rule ip6 filter FORWARD iifname "$LANIF" oifname
"$VPNIF" ct state related,established accept

nft add table ip wireguard-nat

nft -- add chain ip wireguard-nat prerouting { type nat hook
prerouting priority -100 \; }

nft add chain ip wireguard-nat postrouting { type nat hook
postrouting priority 100 \; }

nft add rule ip wireguard-nat postrouting oifname "$LANIF"
masquerade

nft add table ip6 wireguard-nat

nft -- add chain ip6 wireguard-nat prerouting { type nat hook
prerouting priority -100 \; }

nft add chain ip6 wireguard-nat postrouting { type nat hook
postrouting priority 100 \; }

nft add rule ip6 wireguard-nat postrouting oifname "$LANIF"
masquerade

Tento skript umoznuje pfesmeérovani mezi Wireguard VPN a

rozhranim pripojenym k LAN a pfidava pravidla NAT pro IPv4 a IPvG.

skript /etc/wireguard/server-postdown:
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#!/usr/bin/env bash

VPNIF="wg0o"
LANIF="enp2s0"

nft list chain ip filter FORWARD -a | grep "iifname.*$VPNIF" |
awk '{ print $NF }' | while read handle
do
nft delete rule ip6 filter FORWARD handle "$handle"
done

nft list chain ip6 filter FORWARD -a | grep "iifname.*$VPNIF" |
awk '{ print $NF }' | while read handle
do

nft delete rule ip6 filter FORWARD handle "$handle"
done

nft delete table wireguard-nat

Tento skript odstrani pfidana pravidla. Pravidla NAT musi byt
odstranéna pomoci ID handleru, protoze v tuto chvili neni mozné je
odstranit pomoci stejné syntaxe, jakou byla pfidana (jako v iptables).

Restartujte server Wireguard a jste pfipraveni jit.

Reference

» Stranka projektu WireGuard: https://www.wireguard.com/
o Skvélé povidani o WireGuard: https://www.youtube.com/watch?

v=eYztYCbV 8U&t=2229s

» WireGuard na Raspberry Pi:
https://github.com/adrianmihalko/raspberrypiwireguard

e Zdrojovy kod (ulozisté Git): https://git.zx2c4.com/WireGuard/

e Archiv seznamu adresatu:
https://lists.zx2c4.com/pipermail/wireguard/

» |IRC: #wireguard na Freenode
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